Home

About

ICCIT2006 Brochure

Reviewers

Credits

Photo Album

Pre ation Wideo

School of Englne ng Lon I 5C g
Independent University, Bangladesh

1..
g N
Title of Paper: Improvement of the Performance of Dct Based 1

Technigue | 1

Authors: 5.K. Alamgir Hossain, S.M. Mohidul Isfam, Rameswar De
Presenter: 5.K. Alamgir Hossain

School of Engineering & Computer Science, IUB




9th International Conference on Computer and Information Technology
ICCIT 2006, 21-23 DECEMBER 2006, Dhaka, Bangladesh

Improvement of the Performance of DCT Based Digital Image
Watermarking Technique

S.K. Alamgir Hossain, S.M. Mohidul Islam, Rameswar Debnath

Department of CSE, Khulna University, Khulna, Bangladesh.
hira82@gmail.com, mohid_ku@yahoo.com, ramesward@gmail.com

Abstract

In this paper we propose an image watermarking
technique based on DCT (Discrete Cosine Transform).
The DCT is considered as containing low and high
frequency band. The watermark signal is a binary
sequence which is embedded to the selected DCT
coefficients from high frequency band to the low
frequency band of the host image. For watermark
detection, the correlation between the selected DCT
coefficients of the watermarked image and the
watermark signal is compared with the predefined
threshold which is used to determine whether the
watermark is present or not. The experimental results
show that the embedded watermark can resist to attack
such as rotation, scaling, JPEG compression, cropping,
and multiple watermarking.

Keywords: Blue Channel, Correlation, Decent
watermarking, Discrete Cosine Transform, Threshold.

1. INTRODUCTION

The copyright of digital images i.e., the ownership and
the rights of the author of those images, in the Internet,
CD, DVD etc, can be easily violated by cropping and
graphical modification. Some parts of an image such as
the human face image can be cropped and applied to
other images without permission which violates the
copyright. To protect the copyright, the digital image
watermarking technique is applied. In watermarking the
secret information called as watermark, is invisibly
embedded into the host media, while it should resist to
malicious attacks. It is embedded permanently in an
image and introduces invisible changes for the human
vision that can be detected only by a computer program.
To protect the cropping attack, the watermark should be
embedded and distributed over the image. The
watermarks must be robust to distortions such as those
caused by image processing algorithms. Image
processing does not modify only the image but may also
modify the watermark as well. Thus, the watermark may
become undetectable after intentional or unintentional
image processing attacks. The watermark alterations
should not decrease the image quality. A general
watermarking framework for copyright protection has
been presented in [1] and describes all these issues in
detail. Watermarking techniques can be categorized into

two types according to embedding and extraction
processes. In the first type, the watermark is embedded
in the time or spatial domain. The second type is the
watermarking in the frequency domain. The advantages
of embedding watermarks in the frequency domain over
time domain is that the position of the watermark in
time domain is sparsely spread, so that the intentional
attempts to remove or destroy the watermark in time
domain cannot be easily done. The disadvantage of
embedding watermarks in the frequency domain is that,
it does not yield better resistance in the cropping attack.
Due to some techniques in the frequency domain [2], [3]
they required the knowledge of an original image.
Among the methods which do not use the original
image for watermark detection, Piva et al. [5] suggested
adding the watermark to a larger number of DCT
coefficients which need not be significant. They order
the DCT coefficients in a zigzag scan and the first
16000 coefficients are left out. The watermark is added
to the next 25000 coefficients. Watermark detection is
performed by correlating these 25000 coefficients in the
test image with the original copy of the watermark. A
larger number of coefficients are for a significant
detector response as compared with the method in [2],
since correlation is performed without subtracting out
the original image. Since the watermark is added to such
a large number of coefficients, visual masking is done in
the spatial domain to prevent degradation in the
perceptual quality of the image. But this masking cannot
be taken into account in the process of watermark
detection.

In this paper, we consider the watermarking in
frequency domain and propose an image watermarking
technique based on the discrete cosine transform (DCT).
The DCT is a Fourier-related transform similar to the
discrete Fourier transform (DFT), but uses only real
numbers. DCT converts spatial information to
"frequency" or spectral information, with the X and Y
axes representing frequencies of the signal in different
dimensions. The pixels when transformed are arranged
from the most significant pixel to the least significant
pixel i.e. DCT helps separate the image into parts of
differing importance (with respect to the image's visual
quality). The features of our proposed technique are: (i)
Add watermark to significant coefficients. (ii) Does not
use the original image for watermark detection. (iii)
Amount of watermark added is adapted to the image.
(iv) Image sized watermark is not required (v) No


http://en.wikipedia.org/wiki/List_of_Fourier-related_transforms
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explicit visual masking is required (This highly
improves the detector response and becomes
computationally fast).

We experiment on our proposed technique and see that
it is robust to JPEG compression when the compression
ratio is up to 70%. Again it is accurate when the scale
change(s) is greater than or equal to 0.5. It is also robust
to cropping attack 80 x 80 or greater for a 128 x 128
image and also robust to rotation less than or equal to
10°. Our proposed technique shows better performance
from the existing method [11] on the basis of JPEG
compression, cropping and scaling.

In Section 2, the proposed DCT based technique is
described. In section 2.1 the formula for DCT and
Inverse DCT are described, in section 2.2 the proposed
watermark embedding process is described in details in
which the watermark signal is embedded from the high
frequency band to the low frequency band of the blue
channel of the host image and in section 2.3 the
proposed detection process is described in details in
which the watermark signal is detected without the
original image. The experimental results are presented
and described in section 3 and eventually, the
conclusions are drawn in section 4.

2. THE PROPOSED DCT BASED TECHNIQUE

We consider the watermark as the binary watermark i.e.
the watermark is represented in binary form

asW = Wlll,Wi2 ""WMlNl , Where Wi'j €{0, 1}, of My

x N; watermark signal. Here the value O represents
black and 1 represents white color. The binary form of

the message W is then transformed to obtain

W= Wy, Wi poen Wy,

proposed scheme is an image-quality guaranteed
watermarking scheme as well as the conventional
schemes. In our proposed technique, any extra
processing such as visual masking for watermark
casting and the original image or image size watermark
for watermark detection is not required whereas the
existing methods require any or more of these. The
amount of watermark added is adapted to the image so
that less amount of watermark is added to a smooth
image (e.g., Lena) and more to a non-smooth image
(e.g., baboon). In the proposed technique DCT is
considered as two frequency band (low and high as
Figure 1). Generally, the human visual system is least
sensitive to the range of high frequency [4]. In case of
RGB color image, the blue channel has characteristic of
the highest frequency range. In the proposed technique
for high performance the blue channel is transformed
into DCT domain and watermark is embedded only
from the high frequency band to the low frequency band
of the blue channel of the host image. So the greater

with Wi e{1, -1}. The

invisibility of the watermark in the watermarked image
is achieved.
.4

High

[w\;\;\_.

(a) (b)
Figure 1: After taking DCT (a) Reordering of
coefficients (b) frequency distribution

2.1 Formula for DCT and Inverse DCT

Formulas for DCT and corresponding Inverse DCT are
as follows:

2 A Nt [(2x+unr (2y+1lva
F(u,v)—EC(M)C(VJ%)Z%f{:,y)cos[ T i|cos|: o }

fi, = %i ?z:; C{u )C(V)F(M,V)CDS[(z,Y;?L{ﬂ i|cos[(2)’;\1?)“ﬂ } (2)

In the above formulas, F(u,v)is the two-dimensional N

x NDCT; u, v, x,y=0,1, 2 .. N-1; x, y are spatial
coordinates in the sample domain; u, v are frequency
coordinates in the transform domain and

C(u),C(v)= 1 foru,v=0;
2
=1 otherwise.

f(x, y) is a two dimensional function defining an image,
where x and y are spatial (plane) coordinates and f is the
amplitude of that image at any pair of coordinates (x, y)
which is called the intensity or gray level of the image
at that point. After DCT encoding of the image f(x, y)
we get a two dimensional DCT matrix F (u, v) which is
used in the process of DCT decoding to get the image
f(x, y) again. A general discussion base on DCT has
been presented in [9], [10].

2.2 Watermark embedding process

Before embedding, the watermark signal is first encoded
as described before. The proposed embedding method is
shown in figure.2.

Host Image
(RGE) Channel Blue Chatel DT
- " separating ¥ Transform
Watermark
ignal
= Watermark _
* Embedding =
l Watermarked
Inverse DCT Blue chansel Channel Watermarked
Transform | combining [ Image (RGE)

Figure 2: Block diagram of watermark embedding
process
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From the block diagram we see that, the three channels
of RGB image are separated in channel separating stage
and then only the blue channel is chosen to transform
into DCT domain. However in case of grayscale image,
it is transformed directly into DCT domain. Then the
watermark is embedded from high frequency band to
the low frequency band of that DCT domain and then it
is transformed into inverse DCT domain. At this stage,
for grayscale image we get the watermarked image but
for RGB image we get the watermarked blue channel
which is then combined to other two channels in
channel combining stage to obtain the watermarked
image. The equation used for the embedding process is
as follows [3] [5]:

Fli,j:Fi,j+K“:i,jWi,j (3)

Where i and j runs over all selected coefficients in the
DCT domain and Fi:j and F,, denote the DCT

coefficient of the blue channel of the watermarked

image and the original image respectively, Wi is the
watermark signal in encoded form and K is the scaling
parameter whose value is determined in section 3.1. In
the case of multiple watermarking, the equation (3) can

be repeated as

Flj:FIJ+K‘F|J \N., 3(ar)
F.=F.,+KF |w, 3(a)
Fr=F+KE W, 3(ar)

Where the equations 3(a;), 3(a;) and 3(a,) denote the
watermarking in two times, three times and n times
respectively. Exhaustive experiment is required to know
the value of n of multiple watermarking. In the section
3.7 we have shown the result of watermarking in two
times.

2.3 Watermark detecting process

In the detection process, we require a watermarked
image (N x N) and watermark signal (M; x Ny, N;<=N,
M;<=N) and the detector detect whether the watermark
signal is present or not in the watermarked image. At
first apply DCT transform on the blue channel of the
given watermarked image and determine the

coefficients Fi:j (i, j =1, 2 ... N). Now select Myx N;
coefficients from the high frequency part and compute

the average T as shown in (4), which we consider as a
threshold.

Fi,j‘ @)

Now determine the correlation Cy (as shown in (5))
between the selected DCT coefficients Fi: ; and the

provided watermark w; ; and compare Co with T.

1 N N ,
ComMN, e W ?

-M1

If the provided watermark signal and the embedded
watermark signal are similar then the value of the
correlation is larger than the threshold value otherwise
not, i.e. if Cy > T then we can say that the provided

watermark is detected. As F; may be negative
and W, has values -1 or 1, so T always greater than C,.
As a result a scaling parameter ¢« is required, where

= K . The detail about K is described in section 3.1.
2

So the adjusted threshold is as (6)

I I 6
T _|\/|1N1iz NZ b ()

The proposed detection process is shown in figure 3.

Blue channel of DCT Caleulate
Watermarked Transform Theeshold from
image + selected
—_—— select || coefficients (T)
coefficents

Watermark

signal

Watetmark
detected

Watermark
not detected

Figure 3: Block diagram of watermark detecting
process

From the block diagram we see that the watermarked
image (For RGB image, the blue channel of
watermarked image) is first transformed into DCT
domain. Then from the selected coefficients, the
threshold is calculated. In the mean time, from the
selected coefficients and the provided watermark signal
the correlation is calculated. The value of threshold and
correlation is used to make the decision whether the
watermark is detected or not.

3. EXPERIMENTAL RESULTS

In this section, we illustrate and evaluate the
performance of the proposed technique against rotation,
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scaling, cropping, JPEG compression and other attacks.
Our proposed technique can be applied to both RGB
and grayscale image. Here we present the experimental
results using the standard image “Lena” (128x128
pixels, RGB) shown in Figure 4(b). Figure 4(a) shows a
sample watermark signal (128x128 pixels, Black &
White) and Figure 4(c) shows the corresponding
watermarked image after embedding.

DCT
WATER

MARKING
METHOD

(@) (b) (©)
Figure 4: (a) Sample watermark signal (b) Host image
(c) watermarked image

3.1 Determining the scaling parameter K

In the proposed method the scaling parameter (K) is an
important factor. The larger the value of K the more the
image quality is degraded. But small value of K
degrades the detector response. So the value of K must
be in a reasonable range for successful watermark
detection. Table 1 shows the Mean of luminance, Std.
Deviation of luminance, Median of luminance of
original Lena image and the watermarked image for
different values of K. Luminance is a measure of the
amount of energy an observer perceives from a light
source. High luminance can be detected to alteration by
the human eyes less than at the lower luminance pixel.
From the Table 1 we see that, the value for K = 0.2, the
image quality remains in the acceptable range. For this
reason for various experiments we use this value of K.

Table 1: Characteristics of original Lena and the
watermarked image for different values of K

Original | K=02 | K=04 |K=03%
Lena
Ilean of 133.61 13339 13381 14395
uminarice
St 43 .04 4302 42 47 4] 29
Dievriation of
uminarice
Median of 137 140 134 147
uminanice
3.2 Scaling

We scaled the watermarked image (Figure 4(c)) by
using the scales listed in the column Scale of Table 2.
From the table we see that the method performs well
under scaling. When the scaling is greater than 1, the
correlation is always greater than the threshold.
However we note that the detection becomes inaccurate
when the scale change(s) is less than 0.5, whereas in
[11] becomes inaccurate when the scale change(s) is 0.5

or less. So our proposed method shows a better
performance in the case of scaling.

Table 2: Scaling

Scale Threshold Correlation
0.5 0.4688 0.5812
0.6 0.4697 0.6910
0.7 0.4700 0.8312
0.8 0.4709 0.9065

1 0.4713 0.9494
1.2 0.5132 0.9761
13 0.5610 0.9912

3.3 JPEG Compression

We compressed the watermarked image (Figure 4(c)) by
different compression ratio, the test results are shown in
Table 3.

Table 3: JPEG Compression

Compression ratio | Threshold | Correlation
No Compression 0.4713 0.9494
10% 0.4915 0.9242
20% 0.5110 0.9307
30% 0.5321 0.9599
40% 0.5731 0.9310
50% 0.6120 0.9488
60% 0.6215 0.9764
70% 0.7214 0.9381
80% 0.8657 0.8121

From the table we see that the method performs well
against JPEG up to compression ratio 70% (this
performance is similar to the method in [11]), i.e. in
these cases, the correlation is always greater than
threshold value. After this level of compression most of
the high frequency band is ignored, since the watermark
is embedded from high frequency band to low
frequency band of the DCT domain, so the watermark is
more difficult to detect.

3.4 Cropping

We cropped the watermarked image (Figure 4(c)) by
different range listed in the column Crop of Table 4.
When the image is cropped by 64 x 64 the correlation
value is less than threshold value, so the watermark
cannot be detected because in this case most of the
image part are lost. But if the cropping is in a reasonable
range like 80 x 80 or more for 128 x 128 watermarked
image, few of the image part is lost, so it can be
detected by our proposed method, this cropping ratio is
larger than in (Table 2, [11] ).
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Table 4: Cropping

Crop Threshold | Correlation
128 x 128 0.4713 0.9494
120 x 120 0.4821 0.9043
100 x 100 0.4910 0.8627
80 x 80 0.5125 0.8390
64 x 64 0.9150 0.8121
3.5 Rotation

Rotation invariance is very useful because the digital
copies coming from printing and rescanning may be
rotated in comparison to the initial image. We rotated
the watermarked image (Figure 4(c)) counter-clock wise
by different angles listed in the column Angle of Table
6. The four corners of the watermarked image have been
cropped, due to the rotation. From the table we see that
the method performs well when the rotated angle is less
than 10°, in these cases the correlation is always greater
than the threshold value. However, it becomes
inaccurate when the rotated angle is greater than or
equal to 10°. This is due to the fact that when rotational
degree becomes bigger, larger areas are cropped and
more information is lost.

Table 6: Rotation

Angle | Threshold | Correlation
0° 0.4713 0.9494
0.5° 0.4794 0.9121
1° 0.4790 0.8819
1.5° 0.4810 0.8714
20 0.4770 0.8415
3 0.4710 0.8510
3.5° 0.4890 0.8140
4° 0.4880 0.8141
5° 0.4780 0.8910
10° 0.4940 0.4741
20° 0.4980 0.3910

3.6 Performance on random watermark test

We have performed our proposed watermarking system
on different watermarks (shown in Figure 5), here a
watermarked image and 1000 watermark signal are used
for watermark detection. Here one watermark signal is
the same as the embedded watermark signal among the
1000 signals. In the figure 5, the X-axis represents 1000
randomly generated watermark signal with the
embedded signal and the Y-axis shows the
corresponding detector results. From Figure 5 we see
that only watermark number 400 crosses the
predetermine threshold value, which was the actual
watermark that was embedded.

Threshold

- -

L] £l ) ] £l ] o [ ] 0 o

Figure 5: Detector response to 1000 randomly
generated watermarks. Only watermark number 400
matches that embedding

3.7 Performance on Multiple watermarks

Some applications require that more than one
watermark is inserted in the image. To test the
performance of our proposed technique, the original
image was watermarked with two different watermarks.
Figure 6 shows the detector response, which indicates
the presence of all the two watermarks embedded in the
image.

1

08
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024
ol

-02

-0.4

s s L L s s L L L
1) 100 200 300 400 500 600 700 &OO 900 1000

Figure 6: Detector response on two different
watermarks

The proposed method was also tested against printing
and rescanning. We have performed the similar
experiments discussed above to other test images and
we obtained the similar results. From the experimental
results, we can conclude that our method is robust to
some attacks such as JPEG compression, Scaling and
cropping compare to existing method [11].

4. CONCLUSIONS

This paper presents a digital image watermarking
method based on DCT applied to the blue channel of the
RGB image. The main goal of the proposed method is to
improve the performance of the digital image
watermarking process. To improve the performance of
our watermarking technique based on DCT, a scaling
parameter is used which is very important for
invisibility and detection of the watermark signal. From
the experimental results we find that the proposed
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approach can outperform some existing methods in
scaling, cropping and competitive in JPEG compression.
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